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(ii) Provide guidance to USDA agen-
cies in matters of physical security 
through use of physical security assess-
ments and development of mitigation 
strategies. 

(iii) Conduct physical security inves-
tigations and compliance reviews De-
partment-wide. 

(iv) Review and provide coordinated 
technical physical security assess-
ments for all new construction of lab-
oratories, data centers, germplasm re-
positories, and other mission critical 
infrastructure during the design phase, 
and all leased facilities prior to con-
tract award. 

(v) Oversee and manage physical se-
curity aspects of the Common Identi-
fication Card (LincPass) Program to 
ensure National Institute of Standards 
and Technology (NIST) and General 
Services Administration (GSA) compli-
ancy within the National Capital Re-
gion and the physical access to USDA 
facilities. 

(vi) Provide enterprise connectivity 
to agency physical access control sys-
tems that provide cost leveraging and 
provisioning/de-provisioning nation-
wide. 

(2) Promulgate Departmental regula-
tions, standards, techniques, and proce-
dures and represent the Department in 
managing and maintaining a com-
prehensive physical and technical secu-
rity program including access control, 
management of special police officer 
and guard services, executive driving, 
parking, ID badging in accordance with 
HSPD–12, occupant emergency and 
warden services at the USDA Head-
quarters Complex, George Washington 
Carver Center and, in coordination 
with GSA, USDA leased facilities in 
the Washington, DC metropolitan area, 
as well as at emergency relocation 
sites and certain critical facilities 
specified by the Assistant Secretary for 
Administration. 

(3) Carry out protection operations 
for the Secretary, Deputy Secretary, 
and other individuals as specified in 
Section 12520 of the Agriculture Im-
provement Act of 2018, including by au-
thorizing law enforcement officers or 
special agents to carry firearms; con-
duct criminal investigations into po-
tential threats to the security of indi-
viduals protected under Section 12520; 

make arrests without a warrant for 
any offense against the United States 
committed in the presence of the law 
enforcement officer or special agent; 
perform protective intelligence work, 
including identifying and mitigating 
potential threats and conducting ad-
vance work to review security matters 
relating to sites and events; and co-
ordinate with local law enforcement 
authorities (7 U.S.C. 2279k). 

(b) [Reserved] 

[85 FR 65521, Oct. 15, 2020] 

§ 2.95 Director, Office of Homeland Se-
curity. 

(a) Delegations from the Secretary. Pur-
suant to Executive Order 10450, ‘‘Secu-
rity Requirements for Government Em-
ployment’’ (18 FR 2489, Apr. 29, 1953); 
Executive Order 12968, ‘‘Access to Clas-
sified Information,’’ 3 CFR, 1995 Comp., 
p. 391; Executive Order 13526, ‘‘Classi-
fied National Security Information’’ (75 
FR 707, Jan. 5, 2010); and 5 CFR part 
732, and with due deference for delega-
tions to other Departmental Adminis-
tration officials, the following delega-
tions of authority are made by the Sec-
retary to the Director, Office of Home-
land Security, pursuant to the Direc-
tor’s responsibilities as the Depart-
mental National Security Programs Of-
ficer, as designated by the Secretary: 

(1) Manage the personnel security 
functions of the Department, which in-
cludes sole authority for making eligi-
bility access determinations and spon-
soring Sensitive Compartmented Infor-
mation clearances; obtaining and 
granting security clearances for USDA 
employees and consultants and volun-
teers on authorized agreements; and 
suspending, denying, or revoking ac-
cess to national security information 
(Executive Order 12968 ‘‘Access to Clas-
sified Information’’, as amended), not-
withstanding the Secretary’s authority 
to remove an employee for national se-
curity reasons as outlined in 5 U.S.C. 
7532. 

(2) Manage, coordinate, develop, and 
promulgate policies and training re-
garding personnel security, and serve 
as USDA’s personnel security liaison to 
the Office of Personnel Management 
and Director of National Intelligence. 

(3) Review and develop recommenda-
tions on classifying, declassifying, and 
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safeguarding national security infor-
mation for which the Secretary is re-
sponsible as Original Classification Au-
thority. 

(b) Delegations from the Assistant Sec-
retary for Administration. Pursuant to 
§ 2.24(a)(8), and with due deference for 
delegations to other Departmental Ad-
ministration officials, the following 
delegations of authority are made by 
the Assistant Secretary for Adminis-
tration to the Director, Office of Home-
land Security: 

(1) Serve as the principal advisor to 
the Secretary on homeland security, 
including emergency management and 
agriculture and food defense; 

(2) Coordinate activities of the De-
partment, including policies, processes, 
budget needs, and oversight relating to 
homeland security, including emer-
gency management and agriculture and 
food defense; 

(3) Act as the primary liaison on be-
half of the Department with other Fed-
eral departments and agencies in ac-
tivities relating to homeland security, 
including emergency management and 
agriculture and food defense, and pro-
vide for interagency coordination and 
data sharing; 

(4) Coordinate in the Department the 
gathering of information relevant to 
early warning and awareness of threats 
and risks to the food and agriculture 
critical infrastructure sector; and 
share that information with, and pro-
vide assistance with interpretation and 
risk characterization of that informa-
tion to, the intelligence community (as 
defined in 5 U.S.C. 3003), law enforce-
ment agencies, the Secretary of De-
fense, the Secretary of Homeland Secu-
rity, the Secretary of Health and 
Human Services, and State fusion cen-
ters (as defined in section 210A(j) of the 
Homeland Security Act of 2002 (6 U.S.C. 
124h(j)); 

(5) Liaise with the Director of Na-
tional Intelligence to assist in the de-
velopment of periodic assessments and 
intelligence estimates, or other intel-
ligence products, that support the de-
fense of the food and agriculture crit-
ical infrastructure sector; 

(6) Coordinate the conduct, evalua-
tion, and improvement of exercises to 
identify and eliminate gaps in pre-
paredness and response; 

(7) Produce a Department-wide cen-
tralized strategic coordination plan to 
provide a high-level perspective of the 
operations of the Department relating 
to homeland security, including emer-
gency management and agriculture and 
food defense; and 

(8) Establish and carry out an inter-
agency Agriculture and Food Threat 
Awareness Partnership Program, in-
cluding by entering into cooperative 
agreements or contracts with Federal, 
State, or local authorities (7 U.S.C. 
6922). 

(9) Administer the Department Emer-
gency Preparedness Program. This in-
cludes: 

(i) Coordinate the delegations and as-
signments made to the Department 
under the Defense Production Act of 
1950, 50 U.S.C. App. 2061, et seq.; the 
Robert T. Stafford Disaster Relief and 
Emergency Assistance Act, 42 U.S.C. 
5121, et seq.; and by Executive Orders 
12148, ‘‘Federal Emergency Manage-
ment’’ (3 CFR, 1979 Comp., p. 412), 12656, 
‘‘Assignment of Emergency Prepared-
ness Responsibilities’’ (3 CFR, 1988 
Comp., p. 585), and 13603, ‘‘National De-
fense Resources Preparedness’’ (3 CFR, 
2012 Comp., p. 225), or any successor to 
these Executive Orders, to ensure that 
the Department has sufficient capabili-
ties to respond to any occurrence, in-
cluding natural disaster, military at-
tack, technological emergency, or any 
all hazards incident. 

(ii) Manage the Department Emer-
gency Operations Center at Head-
quarters and the Secretary’s alter-
native facilities; provide senior staff 
with international, national, and re-
gional situational awareness reports; 
and provide and maintain current in-
formation systems technology and Na-
tional Security Systems to support 
USDA executive crisis management ca-
pability. 

(iii) Provide facilities and equipment 
to facilitate inter-agency coordination 
during emergencies. 

(iv) Activate the USDA incident 
management system in accordance 
with the National Response Frame-
work and the National Incident Man-
agement System in the event of a 
major incident; and provide oversight 
and coordination of the Department’s 
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Emergency Support Functions as out-
lined in the National Response Frame-
work. 

(v) Develop and promulgate policies 
for the Department regarding emer-
gency preparedness and national secu-
rity, including matters relating to 
anti-terrorism and agriculture-related 
emergency preparedness planning, both 
national and international, and guid-
ance to USDA State and County Emer-
gency Boards. 

(vi) [Reserved] 
(vii) Provide representation and liai-

son for the Department in contacts 
with other Federal entities and organi-
zations, including the National Secu-
rity Council, Homeland Security Coun-
cil, Office of Management and Budget, 
Department of Homeland Security, 
Federal Emergency Management Agen-
cy, Office of The Director of National 
Intelligence, and Department of De-
fense concerning matters of a national 
security, natural disaster, other emer-
gencies, and agriculture/food-related 
international civil emergency planning 
and related activities. 

(viii) Act as the primary USDA rep-
resentative for anti-terrorism activi-
ties. 

(ix) [Reserved] 
(x) Provide guidance and direction 

regarding radiological emergency pre-
paredness programs and the implemen-
tation of the National Response 
Framework’s Nuclear/Radiological In-
cident Annex to Departmental staff of-
fices, mission areas, and agencies. 

(xi) Provide program leadership and 
coordination for USDA’s radiological 
emergency preparedness requirements 
with respect to Emergency Manage-
ment and Assistance (44 CFR parts 350 
through 352). 

(xii) Represent USDA on the Federal 
Radiological Preparedness Coordi-
nating Committee (FRPCC) and Re-
gional Assistance Committees (RACs) 
and assist them in carrying out their 
functions. 

(xiii) Support USDA in its manage-
ment of the Department’s emergency 
response program with respect to radi-
ological emergency response activities. 

(xiv) [Reserved] 
(10) Administer the Classified Net-

work, Controlled Unclassified Informa-
tion, and Insider Threat programs of 

the Department (E.O. 13587; E.O. 13556 
and 32 CFR part 2002). 

(11) Serve as the primary point of 
contact for Government Account-
ability Office (GAO) and Office of the 
Inspector General (OIG) audits of 
USDA homeland security activities. 

(12) Coordinate interaction between 
Department agencies and private sec-
tor businesses and industries in emer-
gency planning and public education 
under Department authorities dele-
gated or assigned under the National 
Response Framework, National Infra-
structure Protection Plan, Defense 
Production Act of 1950, 50 U.S.C. App. 
2061, et seq., and Robert T. Stafford Dis-
aster Relief and Emergency Assistance 
Act, 42 U.S.C. 5121, et seq. 

(13) Oversee the Department’s ability 
to collect and disseminate information 
and prepare for an agricultural disease 
emergency, agroterrorist act, or other 
threat to agricultural biosecurity, and 
coordinate such activities among agen-
cies and offices within the Department 
(7 U.S.C. 8912). 

(14) Promulgate Departmental poli-
cies, standards, techniques, and proce-
dures and represent the Department in 
providing security guidance to the 
Food and Agricultural Sector nation-
wide. This includes the following du-
ties: 

(i) Provide guidance to USDA agen-
cies and the Food and Agricultural 
Sector in matters of security through 
use of assessments and development of 
mitigation strategies. 

(ii) Represent and act as liaison for 
the Department in contacts with other 
Federal security entities and organiza-
tions, including the Interagency Secu-
rity Committee and the Department of 
Homeland Security. 

(iii) Provide guidance and direction 
to ensure physical security and agri-
culture/food security are fully inte-
grated in USDA’s security prepara-
tions, which are reported to and coordi-
nated with the White House. 

(iv) Provide assistance to the USDA 
agencies in preparation for and during 
a disaster to identify critical assets 
and possible alternate storage loca-
tions. 
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(15) Provide oversight and coordina-
tion of the development and adminis-
tration of the Department Continuity 
Program. This includes: 

(i) Provide guidance and direction re-
garding continuity of operations to the 
Office of the Secretary, Departmental 
staff offices, mission areas, and agen-
cies. 

(ii) Represent and act as liaison for 
the Department in contacts with other 
Federal entities and organizations con-
cerning matters of assigned continuity 
program responsibilities. 

(iii) Oversee Department continuity 
of operations and emergency relocation 
facility planning, development, equip-
ping, and preparedness to ensure that 
resources are in a constant state of 
readiness. 

(16) Provide for the development and 
administration of a Public Trust pro-
gram for the safeguarding of national 
security information: 

(i) Direct and administer USDA’s 
public trust program established pursu-
ant to 5 CFR part 731 and Executive 
Order 13488, ‘‘Granting Reciprocity on 
Excepted Service and Federal Con-
tractor Employee Fitness and Reinves-
tigating Individuals in Positions of 
Public Trust’’ (74 FR 4111, 3 CFR, 2010 
Comp., p. 189). 

(ii) Direct and administer USDA’s 
program under which information is 
safeguarded pursuant to Executive 
Order 13526, ‘‘Classified National Secu-
rity Information’’ (75 FR 707, 3 CFR, 
2010 Comp., p. 298), or subsequent or-
ders. 

(iii) Establish and maintain Informa-
tion Security policies and procedures 
for classifying, declassifying, safe-
guarding, and disposing of classified 
national security information and ma-
terials. 

(iv) Investigate or delegate authority 
to investigate any potential com-
promises of classified national security 
information and take corrective action 
for violations or infractions under sec-
tion 5.5(b), of Executive Order 13526 or 
any subsequent order. 

(v) Develop and maintain oversight of 
all facilities throughout USDA where 
classified national security informa-
tion is or will be safeguarded, dis-
cussed, or processed including sole au-
thority to liaison with the Central In-

telligence Agency concerning guidance, 
approval, requirements, and oversight 
of USDA secure facilities. 

(vi) Act as the USDA focal point to 
identify, receive, disseminate and safe-
guard USDA related intelligence infor-
mation as required; convey informa-
tion to USDA policy officials; and li-
aise with the intelligence community, 
as appropriate. 

(17) Control within USDA the acqui-
sition, use, and disposal of material 
and equipment that can be a source of 
ionizing radiation. 

(i) Promulgate policies and proce-
dures for ensuring the safety of USDA 
employees, the public, and the environ-
ment resulting from USDA’s use of ion-
izing radiation sources. 

(ii) Maintain and ensure compliance 
with the Nuclear Regulatory Commis-
sion regulations (Title 10, Code of Fed-
eral Regulations) and license(s) issued 
to USDA for the acquisition, use, and 
disposal of radioactive materials. 

[75 FR 43381, July 23, 2010, as amended at 80 
FR 58339, Sept. 29, 2015; 83 FR 61317, Nov. 29, 
2018; 85 FR 65522, Oct. 15, 2020] 

§ 2.96 Director, Office of Operations. 

(a) Delegations. Pursuant to 
§ 2.24(a)(9), and with due deference for 
delegations to other Departmental Ad-
ministration officials, the following 
delegations of authority are made by 
the Assistant Secretary for Adminis-
tration to the Director, Office of Oper-
ations: 

(1) Provide services relating to facili-
ties management and daily operational 
support for agencies and offices occu-
pying USDA’s headquarters complex, 
George Washington Carver Center, and, 
in coordination with the General Serv-
ices Administration (GSA), USDA 
leased facilities in the Washington, DC 
metropolitan area, as well as at emer-
gency relocation sites and certain crit-
ical facilities specified by the Assistant 
Secretary for Administration in the 
following areas: 

(i) Acquiring, leasing, utilizing, con-
structing, maintaining, and disposing 
of real property, including control of 
space assignments, and architecture 
and engineering design oversight. 

(ii) Sustainable Operations leader-
ship and management in the areas of 
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